
“Guidelines for Setting Up Cyber Security for Your Philanthropic Foundation”  

Setting up cyber security for your philanthropic foundation is crucial to protect sensitive data 
and maintain your organization's integrity. Here are some guidelines to consider:


1. Risk Assessment: Start with a comprehensive risk assessment to identify potential 
vulnerabilities and threats specific to your foundation's operations.


2. Data Protection: Implement strong data protection measures, including encryption, secure 
data storage, and access controls, to safeguard sensitive information.


3. Network Security: Secure your network with firewalls, intrusion detection systems, and 
regular security updates for all devices and software.


4. Employee Training: Educate your staff about cyber threats, safe browsing practices, and 
how to recognize phishing attempts to reduce the risk of human error.


5. Password Management: Encourage the use of strong, unique passwords for all accounts 
and consider implementing multi-factor authentication for an added layer of security.


6. Regular Backups: Create regular backups of critical data and store them in secure locations 
to ensure data can be recovered in case of a cyber incident.


7. Cyber Insurance: Consider obtaining cyber insurance coverage to provide financial 
protection in case of a cyber attack.


8. Vendor Management: Assess the security practices of third-party vendors or partners who 
have access to your foundation's data.


9. Incident Response Plan: Develop a comprehensive incident response plan to handle cyber 
incidents effectively and minimize potential damages.


10. Regular Audits and Updates: Conduct regular security audits to identify and address 
potential weaknesses, and keep all software and systems up-to-date with security patches.


Remember, cyber security is an ongoing process, and staying vigilant is essential to protect 
your foundation's assets and maintain donor trust.


